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This paper is a revised and expanded version of the papkr INTRODUCTION

that will appear in the 10th International Conference on Par-

allel and Distributed Computing and Systems, IASTED, La€omputing power and network bandwidth on the Internet

Vegas, Nevada, October 28-31, 1998. has increased dramatically over the past decade. High-speed
networks (such as ATM and Gigabit Ethernet) and high-
performance I/O subsystems (such as RAID) are becoming

ABSTRACT ubiquitous. In this context, developing scalable Web servers
that can exploit these innovations remains a key challenge

Modern operating systems provide multiple concurrencipr developers. Thus, it is increasingly important to allevi-
mechanisms to develop high-performance Web servers. S@e common Web server bottlenecks, such as inappropriate
chronous multi-threading is a popular mechanism for deveFhoice of concurrency and dispatching strategies, excessive
oping Web servers that must perform multiple operations sfilesystem access, and unnecessary data copying.
multaneously to meet their performance requirements. In ad- Our research vehicle for exploring the performance impact
dition, an increasing number of operating systems suppo@f applying various Web server optimization techniques is the
asynchronous mechanisms that provide the benefits of concdAWS Adaptive Web ServgIAWS) [1]. JAWS is both an
rency, while alleviating much of the performance overhead ¢fdaptive Web server and a development framework for Web
synchronous multi-threading. servers that runs on multiple OS platforms including Win32,

This paper provides two contributions to the study offmostversions of UNIX, and MVS Open Edition.
high-performance Web servers. First, it examines how syn- Our experience [2] building Web servers on multiple OS
chronous and asynchronous event dispatching mechanisigtforms demonstrates that the effort required to optimize
impact the design and performance of JAWS, which is olerformance can be simplified significantly by leveraging OS-
high-performance Web server framework. The results revedipecific features. For example, an optimized file I/O sys-
significant performance improvements whepraactivecon-  tem that automatically caches open files in main memory
currency model is used to combine lightweight concurrencyi@ mmapgreatly reduces latency on Solaris. Likewise, sup-
with asynchronous event dispatching. port for asynchronous event dispatching on Windows NT can

In general, however, the complexity of the proactive corpubstantially increase server throughput by reducing context

currency model makes it harder to program applications thafVitching and synchronization overhead incurred by multi-
can utilize asynchronous concurrency mechanisms effectivelyr€2ding. _ , _
Therefore, the second contribution of this paper describes how Unfortunately, the increase in performance obtained

to reduce the software complexity of asynchronous concurrefiirough the use of asynchronous event dispatching on exist-

applications by applying th@roactor pattern This pattern N9 operating systems comes at the cost of increased software

describes the steps required to structure object-oriented aﬁpmplexﬂy. Moreover, this com_plexny is furthercompqunded
plications that seamlessly combine concurrency with asyN!hen asynchrony is coupled with multi-threading. This style
chronous event dispatching. The Proactor pattern simpli@f Programmingi.e., proactive programming, is relatively un-
fies concurrent programming and improves performance 69ml|lal‘ to many developers accu.stomed to the .synchronous
allowing concurrent application to have multiple operation£Vent dispatching paradigm. This paper describes how the

running simultaneously without requiring a large number of Toactor patterncan be applied to improve both the perfor-
threads. mance and the design of high-performance communication

applications, such as Web servers.
“This work was supported in part by Microsoft, Siemens Med, and A pattern rePresent_S a recurring solution to a software de-
Siemens Corporate Research. velopment problem within a particular context [3]. Patterns




identify the static and dynamic collaborations and interactiorend frameworks are guided by a family of patterns, which are
between software components. In general, applying pattertisted along the borders in Figure 1. An outline of the key
to complex object-oriented concurrent applications can signiframeworks, components, and patterns in JAWS is presented
icantly improve software quality, increase software maintairbelow; Section 4 then focuses on the Proactor pattern in de-
ability, and support broad reuse of components and architeteil.*

tural designs [4] In particular, applying tlferoactorpattern Event Dispatcher: This componentis responsible for coordi-

to JAWS. simplifies asypchrpnous appllcat!on development bﬁ(ating JAWS’Concurrency Strategwith its I/O Strategy The
st'ructurlr)g the de'multlplexmg 9f complethn evenFs and thSassive establishment of connection events with Web clients
dispatching .Of their cor'respond[ng completlon routines. follows the Acceptorpattern [6]. New incoming HTTP re-

. The remamder of th|§ paper is organized as follows: Se Juest events are serviced by a concurrency strategy. As events
tion 2 provides an overview of the JAWS server framework de-re processed, they are dispatched toRm&ocol Handley

si_gn; SeC“OF‘ 3 discusses qlternative eve_nt dispatching Str"if\l(?ﬁich is paran;eterized by an 1/O strategy. JAWS ability to
gies and their performance impacts; Section 4 explores hOWﬁnamically bind to a particular concurrency strategy and 1/0O

leverage the gains of asynchronous event dispatching throu, ategy from a range of alternatives follows Seategypat-
application of the Proactor pattern; and Section 5 prese%’sm 3]

concluding remarks. . )
Concurrency Strategy: This framework implements con-

currency mechanisms (such as single-threaded, thread-per-

2 JAWS FRAMEWORK OVERVIEW request, or thread pool) that can be selected adaptively at

) ] . run-time using theState pattern [3] or pre-determined at
F.lgure 1 illustrates the major structural components and dgsitialization-time. TheService Configuratopattern [7] is
sign patterns that comprise the JAWS framework [1]. JAW@seq to configure a particular concurrency strategy into a
Web server at run-time. When concurrency involves multi-
ple threads, the strategy creates protocol handlers that follow
the Active Objecpattern [8].
I/O Strategy: This framework implements various 1/0 mech-
anisms, such as asynchronous, synchronous and reactive 1/O.
Multiple 1/0 mechanisms can be used simultaneously. In
JAWS, asynchronous I/O is implemented using Fhieactor
pattern [9], while reactive I/O is accomplished through the
Reactompattern [10]. These I/O strategies may utilize ke-
mento[3] and Asynchronous Completion TokEri] patterns
to capture and externalize the state of a request so that it can
be restored at a later time.

Protocol Handler: This framework allows system develop-
ers to apply the JAWS framework to a variety of Web system
applications. AProtocol Handleris parameterized by a con-
currency strategy and an 1/O strategy. These strategies are
decoupled from the protocol handler using théapterpat-
Figure 1: Architectural Overview of the JAWS Framework t€rn [3]. In JAWS, this component implements the parsing
and handling of HTTP/1.0 request methods. The abstraction
is designed to allow the customization of various Web servélows for other protocols (such as HTTP/1.1, DICOM, and
strategies in response to environmental factors. These factstsP [12]) to be incorporated easily into JAWS. To add a new
include static factors €.g, number of available CPUs, sup- Protocol, developers simply write a néwotocol Handlenm-
port for kernel-level threads, and availability of asynchronoulémentation, which is then configured into the JAWS frame-
/O in the OS), as well adynamicfactors €.g, Web trafic  WOrk.
patterns and workload characteristics). Protocol Pipeline: This framework allows filter operations to
JAWS is structured as framework of frameworks The be incorporated easily with the data being processed by the
overall JAWS framework contains the following component®rotocol Handler This integration is achieved by employing
and frameworks: arEvent DispatcherConcurrency Strat- the Adapterpattern. Pipelines follow th@ipes and Filters
egy, 1/0 Strategy Protocol Pipeling Protocol Handlersand  pattern [13] for input processing. Pipeline components can be
Cached Virtual Filesystentach framework is structured as a = — . .
. . . . ue to space limitations it is not possible to describe all the patterns
set of collaborating objects implemented using componen{§ntioned below in detail. The references provide complete coverage of each
in ACE [5]. The collaborations among JAWS componentgattern, however.

Reactor/Proactor Singleton

1/0 Strategy Cached Virtual
Framework %

o L9 T

Asynchronous Completion Token JEREI[E ~
Expander \/home/

Strategy

Oojuswa

;
Protocol -
Handler Event Dispatcher

Protocol
Filter @_ C

o000
Service Configurator |AN§ @ @

LIS ]
Concurrency

Protocol Pipeline Strategy
Framework Framework

Active Object

Service Configurator

/)waoov

Strategy

Pipes and Filters




linked dynamically at run-time using tf&ervice Configurator e Programming simplicity: The design of the server should
pattern. simplify the use of various concurrency strategies, which may

Cached Virtual Filesystem: This component improves Web differ in performance on different OS platforms;

server performance by reducing the overhead of filesystem aCThe JAWS Web server can be implemented using several

cess. Various caching strategies, such as LRU, LFU, Hintegy o rrency strategies, such as multiple synchronous threads,
and Structured, can be selected following ®igategypat- oactive synchronous event dispatching, and proactive asyn-
tern [3]. This allows dlﬁereqt caching strategies to be prom,eghronous event dispatching. Below, we compare and contrast
and selected based on their performance. Moreover, optimgl performance and design impacts of using conventional

strategies to be configured statically or dynamically using the, , i threaded synchronous event dispatching versus proac-
Service Configuratopattern. The cache for each Web servef e asynchronous event dispatching, using our experience de-
is instantiated using th8ingletorpattern [3]. veloping and optimizing JAWS as a case-study.

Tilde Expander: This component is another cache compo-

nent that uses a perfect hash table [14] that maps abbrevial
user login namese(g, ~schmidt ) to user home directories ?C!L CONCURRENT SYNCHRONOUS EVENTS

(e.9, /home/cs/faculty/schmidt ). When personal oyeryiew: An intuitive and widely used concurrency archi-
Web pages are stored in user home directories, and user gizture for implementing concurrent Web servers is to use
rectories do not reside in one common root, this componegynchronous multi-threadingn this model, multiple server
substantially reduces the disk 1/0 overhead required to accgseads can process HTTBE Trequests from multiple clients

a system user information file, such/asc/passwd . By  simultaneously. Each thread performs connection establish-
virtue of theService Configuratopattern, the Tilde Expander ment HTTP request reading, request parsing, and file transfer

can be unlinked and relinked dynamically into the server whegherations synchronously. As a result, each operation blocks
a new user is added to the system. until it completes.

The primary advantage of synchronous threading is the

Our previous work on high-performance Web servers hasmplification of server code. In particular, operations per-
focused on (1) the design of the JAWS framework [1] anformed by a Web server to service client A's request are
(2) detailed measurements on the performance implicationsostly independent of the operations required to service client
of alternative Web server optimization techniques [2]. In ouB’s request. Thus, it is easy to service different requests in
earlier work, we discovered that a concurrent proactive Wedeparate threads because the amount of state shared between
server can achieve substantial performance gains [15]. the threads is low, which minimizes the need for synchro-

This paper focuses on a previously unexamined pointin thezation. Moreover, executing application logic in separate
high-performance Web server design spaites application threads allows developers to utilize intuitive sequential com-
of the Proactor pattern to simplify Web server software devetnands and blocking operations.
opment, while maintaining high-performanection 3 mo- Figure 2 shows how JAWS can be configured to use syn-
tivates the need for concurrent proactive architectures by angironous threads to process multiple clients concurrently.
lyzing empirical benchmarking results of JAWS and outliningrhis figure shows &ync Acceptor object that encapsu-
the software design challenges involved in developing proatates the server-side mechanism for synchronously accepting
tive Web servers. Section 4 then demonstrates how these chatwork connections.

lenges can be overcome by designing the JAWS Web serverThe sequence of steps that each thread uses to service an

using the Proactor pattern. HTTP GETrequest using a Thread Pool concurrency model
can be summarized as follows:
3 CONCURRENCY ARCHITECTURES 1. Each thread synchronously blocks in tHgync

Acceptor waiting for a client connection request;
Developing a high-performance Web server like JAWS re-

quires the resolution of the following forces: 2. A client connects to the server, and ti&@ync

Acceptor selects one of the waiting threads to accept
e Concurrency: The server must perform multiple client re- the connection;

quests simultaneously; 3. The new client's HTTP request is synchronously read

e Efficiency: The server must minimize latency, maximize from the network connection by the selected thread;

throughput, and avoid utilizing the CPU(s) unnecessarily. 4. The request s parsed:

¢ Adaptability: Integrating new or improved transport proto-
cols (such as HTTP 1.1 [16]) should incur minimal enhance-
ment and maintenance costs. 6. The file is synchronously sent to the client.

5. The requested file is synchronously read;



Ve ~N performance penalty except under certain conditions, such as
Web Server a particularly high number of long running requests inter-
mixed with rapid requests for smaller files. Therefore, it is
important to explore alternative Web server architecture de-
signs, such as the concurrent asynchronous architecture de-
scribed next.

2: connect

Web
Browser

6: send file 3.2 CONCURRENT ASYNCHRONOUS EVENTS

Overview: When the OS platform supports asynchronous
operations, an efficient and convenient way to implement a
high-performance Web server is to usmactive event dis-

patching Web servers designed using this dispatching model

handle theeompletiorof asynchronous operations with one or

. more threads of control.
Web File . . . . et e
System JAWS implements proactive event dispatching by first is

Browser suing an asynchronous operation to the OS and registering a
callback (which is theCompletion Handler ) with the
Figure 2: Multi-threaded Web Server Architecture Event Dispatchef This Event Dispatchemotifies JAWS
when the operation completes. The OS then performs the op-
i _eration and subsequently queues the result in a well-known
As described above, each concurrently connected cliepfcation. TheEvent Dispatcheiis responsible for dequeu-

is serviced by a dedicated server thread. The thread Coffy completion notifications and executing the appropriate
pletes a requested operation synchronously before serviciggmpletion Handler

other HTTP requests. Therefore, to perform synchronous 1/0 Figures 3 and 4 show how the JAWS Web server con-
while servicing multiple clients, JAWS must spawn multiplefjgreq using proactive event dispatching handles multiple
threads. clients concurrently within one or more threads. Figure 3

Evaluation: Although the synchronous multi-threaded modefhoWs the sequence of steps taken when a client connects to
is intuitive and maps relatively efficiently onto multi-CPUJAWS.

platforms, it has the following drawbacks: <
4: connect Web Server  1: accept

connections

e The threading policy is tightly coupled to the concur-
rency policy: The synchronous model requires a dedicate

Web

Async

thread for each connected client. A concurrent applicatiq Browser 7:create | Acceptor
may be better optimized by aligning its threading strategy to Protocol |~ '
available resources (such as the number of CPUs) rather than Handler (i'c ig;‘fgrt

i i i : 8: read (connection, .
to the number of clients being serviced concurrently; Handler(Dispatche complete | Dispatcher,
e Increased synchronization complexity:Threading can in-

crease the complexity of synchronization mechanisms neces- E .
- \ vent Operating
sary to serialize access to a server's shared resources (such as Dispatcher § |, | System
cached files and logging of Web page hits); _
. 3: handle 5: accept
e Increased performance overheadThreading can perform events  complete
poorly due to context switching, synchronization, and data
movement among CPUs [5]; Figure 3: Client connects to the Proactor-based JAWS Web
« Non-portability: Threading may not be available on all 0SS€ver

platforms. Moreover, OS platforms differ widely in terms
of their support for preemptive and non-preemptive threads.1. JAWS instructs theAsync Acceptor  to initiate an
Consequently, it is hard to build multi-threaded servers that  asynchronous accept;

behave uniformly across OS platforms. 2. TheAsync Acceptor initiates an asynchronous ac-

As a result of these drawbacks, multi-threading may not al- ~ cept with the OS and passes itself a€ampletion

ways be the most efficient nor the least cqmplex solution to 2In our discussion, JAWS framework components presented in Section 2
d.evelop'concurren.t Web servers. The solution may not be 0fpear initalics and pattern participants presented in Section 4 appear in
vious, since the disadvantages may not result in any actugdewriter  font.




Handler and a reference to thevent Dispatchethat
will be used to notify theAsync Acceptor  upon
completion of the asynchronous accept;

. JAWS invokes the event loop of tlent Dispatcher
4. The client connects to JAWS;

. When the asynchronous accept operation completes, th@aluation: The primary advantage of using proactive event
OS notifies theevent Dispatcher dispatching is that multiple operations can be initiated and

run concurrentlywithoutrequiring the application to have as

many threads as there are simultaneous I/O operations. The
operations are initiated asynchronously by the application and
they run to completion within the 1/0 subsystem of the OS.

. TheProtocol Handlerinitiates an asynchronous opera-once the asynchronous operation is initiated, the thread that
tion to read the request data from the client and passegarted the operation become available to service additional
itself as aCompletion Handler and a reference requests.
to the Event Dispatchethat will be used to notify the | the proactive example above, for instance,Ekent Dis-
Protocol Handlerupon completion of the asynchronouspatchercould be single-threaded, which may be desirable on

6. When the write operation completes, the OS notifies the
Event Dispatcher

7. The Event Dispatchethen notifies theCompletion
Handler

. TheEvent Dispatchenotifies theAsync Acceptor

7. TheAsync Acceptor creates an appropriagroto-
col Handler,

read.

Figure 4 shows the sequence of steps that the JAWS uses)
service an HTTPGET request when it is configured using
proactive event dispatching. These steps are outlined belo

1. GET
letc/passwi Web Server
Web || . 4: parse request
Browser Handler [ 5: TransmitFile (File
Conn., Handler,
7: write Dispatcher)
3 relacti complete
comple 6: TransmitFile
File Event complet Operating
ISyste::I Dispatcher System
2: read complet

a uniprocessor platform. When HTTP requests arrive, the sin-
{8 Event Dispatchethread parses the request, reads the file,

and sends the response to the client. Since the response is sent

Wasynchronously, multiple responses could potentially be sent
simultaneously. Moreover, the synchronous file read could be
replaced with an asynchronous file read to further increase the
potential for concurrency. If the file read is performed asyn-
chronously, the only synchronous operation performed by a
Protocol Handleris the HTTP protocol request parsing.

The primary drawback with the proactive event dispatch-
ing model is that the application structure and behavior can
be considerably more complicated than with the conventional
synchronous multi-threaded programming paradigm. In gen-
eral, asynchronous applications are hard to develop since
programmer’s must explicitly retrieve OS notifications when
asynchronous events complete. However, completion noti-
fications need not appear in the same order that the asyn-
chronous events were requested. Moreover, combining con-
currency with asynchronous events is even harder since the

Figure 4: Client Sends requests to a Proactor-based Wgiread that issues an asynchronous request may ultimately

Server

1. The client sends an HTTBETrequest;
2. The read operation completes and the OS notifies tigoactor pattern described in Section 4.

Event Dispatcher

3. The Event Dispatchernotifies the Protocol Handler
(steps 2 and 3 will repeat until the entire request has be

received);

4. TheProtocol Handlermparses the request;

5. The Protocol
TransmitFile

handle the completion of an event started by a different thread.
The JAWS framework alleviates many of the complexities of
concurrent asynchronous event dispatching by applying the

3.3 BENCHMARKING RESULTS

el% gain an understanding of how different concurrency and
event dispatching mechanisms impact the performance of
Web servers subject to heavy load conditions, JAWS was de-

Handler initiates an asynchronous signed to use both synchronous and proactive /0O and event
operation to read the file data anddispatching. Each one was benchmarked and the performance

write it out to the client connection. When doing so,of each was compared.

it passes itself as &ompletion Handler

and a

reference to théevent Dispatchethat will be used 10 331 HARDWARE TESTBED

notify the Protocol Handlerupon completion of the

asynchronous operation;

Our hardware testbed is shown in Figure 5.
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The testbed consists of two Micron Millennia PRO2 plus
workstations. Each PRO2 has 128 MB of RAM and is
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Figure 7: Experiment Results from 5K File

equipped with 2 Pentium Pro processors. The client machiné
has a clock speed of 200 MHz, while the server machine ruas
180 MHz. In addition, each PRO2 has an ENI-155P-MF-$+
ATM card made by Efficient Networks, Inc. and is driven byz "
Orca 3.01 driver software. The two workstations were cori-=
nected via an ATM network running through a FORE Sys- °
tems ASX-200BX, with a maximum bandwidth of 622 Mbps.
However, due to limitations of LAN emulation mode, the peak
bandwidth of our testbed is approximately 120 Mbps.
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We used the WebSTONE [17] v2.0 benchmarking software tbzo
collect client- and server-side metrics. These metrics included:
average server throughpuindaverage client latencyWeb-
STONE is a standard benchmarking utility, capable of gener-
ating load requests that simulate typical Web server file access
patterns. Our experiments used WebSTONE to generate Ioadzs
and gather statistics for particular file sizes to determine t@e@
impacts of different concurrency and event dispatching stratew
gies. o
The file access pattern used in the tests is shown in Ta-
ble 1. This table represents actual load conditions on popular : ; © &
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Figure 10: Experiment Results from 5M File

Document Size| Frequency
500 bytes 35%

5 Kbytes 50%

50 Kbytes 14%

5 Mbytes 1%

Table 1: File Access Patterns

The results presented below compare the performance of
several different adaptations of the JAWS Web server. We
discuss the effect of different event dispatching and 1/0 mod-
els on throughput and latency. Throughput is defined as the
average number of bits received per second by the client. A
high-resolution timer for throughput measurement was started
before the client benchmarking software sent the HTTP re-

servers, based on a study of file access patterns conductedjogst. The high-resolution timer stops just after the connec-

SPEC [18].

tion is closed at the client end. The number of bits received



includes the HTML headers sent by the server. well. This reflects the additional load placed on the server,
Latency is defined as the average amount of delay in miwhich reduces its ability to service new client requests.

liseconds seen by the client from the time it sends the requestAs before, TransmitFile performs extremely poorly

to the time it completely receives the file. It measures hofor small files. However, as the file size grows, its latency

long an end user must wait after sending an HTGETre- rapidly improves relative to synchronous dispatching during

guest to a Web server, and before the content begins to arrivght loads.

at the client. The timer for latency measurement is started just

before the client benchmarking software sends the HTTP 84 SUMMARY OF PERFORMANCE RESULTS

guest and stops just after the client receives the first response

from the server. As illustrated in the benchmarking results presented above,
The five graphs shown for each of throughput and |athere is significantvariancein throughputand Iatency depend-

tency represent different file sizes used in each experimefitd on the concurrency and event dispatching mechanisms.

500 bytes through 5 Mbytes by factors of 10. These filekor small files, the synchronous Thread Pool strategy pro-

sizes represent the spectrum of files sizes benchmarked in diffes better overall performance. Under moderate loads, the

experiments, to discover what impact file size has on perfogynchronous event dispatching model provides slightly better
mance. latency than the asynchronous model. Under heavy loads and

with large file transfers, however, the asynchronous model us-

Throughput Comparisons: Figures 6-10 demonstrate thelNd Tran:f,mitFiIe provid.es better quality of service. Thps,
variance of throughput as the size of the requested file and tHBAer Windows NT, an optimal Web server shou(;d adag_t itself
server hit rate are systematically increased. As expected, df€ither event dispatching and file /O model, depending on
throughput for each connection generally degrades as the cdi€ Server's workload and distribution of file requests.
nections per second increases. This stems from the growingP€SPite the potential for substantial performance improve-
number of simultaneous connections being maintained, whidAeNts; it is considerably harder to develop a Web server that
decreases the throughput per connection. manages concurrency using asynchronous event dispatching,
As shown in Figure 8, the throughput of Thread-per-compared with traditional synchronous approaches. This is

Request can degrade rapidly for smaller files as the connectighie t© the additional details associated with asynchronous
load increases. In contrast, the throughput of the synchronoBi€9ramming €.9. explicitly retrieving OS notifications that
Thread Pool implementation degrade more gracefully, THE@Y appear in non-FIFO order), and the added complex-
reason for this difference is that Thread-per-Request incully Of combining the approach with multi-threaded concur-
higher thread creation overhead since a new thread is spawt€QCY- Moreover, proactive event dispatching can be diffi-
for eachGETrequest. In contrast, thread creation overhead iUt t0 debug since asynchronous operations are often non-

the Thread Pool strategy is amortized by pre-spawning threa@gterministic. Our experience with designing and developing
when the server begins execution. a proactive Web server indicates that Breactorpattern pro-

The results in figures 6-10 illustrate tHetansmitFile vides an elegant solution to managing these complexities.
performs extremely poorly for small filesi.é., < 50
Kbytes). Our experiments indicate that the performance 4@ THE PROACTOR PATTERN
TransmitFile depends directly upon the number of simul-
taneous requests. We believe that during heavy server loddgyeneral, patterns help manage complexity by providing in-
(i.e., high hit rates)TransmitFile is forced to wait while sight into known solutions to problems in a particular soft-
the kernel services incoming requests. This creates a higlare domain. In the case of concurrent proactive architec-
number of simultaneous connections, degrading server pétires, the complexity of the additional details of asynchronous
formance. programming are compounded by the complexities associated
As the size of the file grows, howevérransmitFile with multi-threaded programming. Fortunately, patterns iden-
rapidly outperforms the synchronous dispatching models. Féfied in software solutions to other proactive architectures
instance, at heavy loads with the 5 Mbyte file (shown imave yielded th@roactorpattern, which is described beléw.
Figure 10), it outperforms the next closest model by nearly
40%. TransmitFile is optimized to take advantage of4 1 |NTENT

Windows NT kernel features, thereby reducing the number
of data copies and context switches. The Proactor pattern supports the demultiplexing and dis-
patching of multiple event handlers, which are triggered by

Latency Comparisons: Figures 6-10 demonstrate the vari-the completionof asynchronous events. This pattern simpli-

ance of latency performance as the size of the requested fifgS @synchronous application development by integrating the

E_md the server hiF rate increase. As expected, as. the CONNECskqr brevity, portions of the complete description have been elided. De-
tions per second increases, the latency generally increasesiagei coverage of implementation and sample code are available in [9].
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Figure 11: Participants in the Proactor Pattern

demultiplexing of completion events and the dispatching of

their corresponding event handlers. Asynchronous Operations are used to execute re-
qguests (such as I/O and timer operations) on behalf of
4.2 APPLICABILITY applications. When applications involk&synchronous

_ Operations , the operations are performeudthout bor-
The Proactor pattern should be applied when one or more @wing the application’s thread of contrblTherefore, from
the following conditions hold: the application’s perspective, the operations are performed

o asynchronously When Asynchronous Operations
e An application needs to perform one or more asyn- )
: : : . -omplete, theAsynchronous Operation Processor
chronous operations without blocking the calling threa ? e .
delegates application notifications to &@ompletion

e The application must be notified when asynchronous opispatcher

erationscomplete e Asynchronous Operation Processof(the Operating
e The application needs to vary its concurrency strateggystem ):

independent of its /0 model; Asynchronous Operations are run to completion by

e The application will benefit by decoupling the theAsynchronous Operation Processor . This com-
application-dependent logic from the applicationfonentis typically implemented by the OS.
independent infrastructure; Completion Dispatcher(the Notification Queue ):

e An application will perform poorly or fail to meetits per- ~ The Completion Dispatcher is responsible for call-
formance requirements when utilizing either the multiing back to the application'Completion Handlers
threaded approach or the reactive dispatching approactyhen Asynchronous Operations complete.  When

the Asynchronous Operation Processor completes
an asynchronously initiated operation, t®mpletion
4.3 STRUCTURE AND PARTICIPANTS Dispatcher  performs an application callback on its be-

_ - half.
The structure of the Proactor patternis illustrated in Figure 11

using OMT notation. The key participants in the Proactor pa’[‘-1 4
tern include the following: -4 COLLABORATIONS

e Proactive Initiator (Web server application’s There are several well-defined steps that occur for all
main thread ): Asynchronous Operations . At a high level of abstrac-

A Proactive Initiator is any entity in the ap- tion, applications initiate operations asynchronously and are
plication that initiates amsynchronous Operation . notified when the operations complete. Figure 12 shows the
The Proactive Initiator registers aCompletion foIonvjng interactions that must occur between the pattern
Handler and a Completion Dispatcher with a Pparticipants:

Asynchronous Operation Processor , Which notifies 1. Proactive Initiators initiates operation: To perform

it when the operation completes. asynchronous operations, the application initiates the oper-
e Completion Handler (the Acceptor and HTTP ation on theAsynchronous Operation Processor

Handler ): For instance, a Web server might ask the OS to transmit a file

The Proactor pattern usé&sompletion Handler in-  over the network using a particular socket connection. To re-
terfaces that are implemented by the application foguest such an operation, the Web server must specify which
Asynchronous Operation completion notification. file and network connection to use. Moreover, the Web server
* AsynChronous Operation (the methOdSASVnC Read, 4In contrast, the reactive event dispatching model [10] steals the applica-
Async Write , andAsync _Accept ): tion’s thread of control to perform the operation synchronously.



must specify (1) whichiCompletion Handler to notify  Event sources may include 1/O ports, timers, synchronization

when the operation completes and (2) whi@bmpletion objects, signals, etc. On real-time POSIX platforms, the asyn-
Dispatcher  should perform the callback once the file ischronous I/O functions are provided by th@® family of
transmitted. APIs [19]. In Windows NT, I/O completion ports and over-

2. Asynchronous Operation Processor performs oper- lapped I/O are used to implement asynchronous I/0O [20].

ation: When the application invokes operations on the’he Completion Dispatcher encapsulates the con-

Asynchronous Operation Processor it runs them  currency mechanism: A benefit of decoupling the
asynchronously with respect to other application operationSompletion Dispatcher from the Asynchronous
Modern operating systems (such as Solaris and Windows N®Dperation Processor is that applications can configure
provide asynchronous I/O subsystems with the kernel. Completion Dispatchers with various concur-

3. The Asynchronous Operation Processor noti- '€ncy st_rategi(—;-s without affecting other pgrticipants. The
fies the Completion Dispatcher: When operations com- Completion Dispatcher ~ can be configured to use
plete, theAsynchronous Operation Processor re- several concurrency strategies including single-threaded and
trieves the Completion Handler and Completion Thread Pool solutions.

Dispatcher  that were specified when the operation washreading policy is decoupled from the concurrency
initiated. TheAsynchronous Operation Processor policy: Since the  Asynchronous Operation

then passes th€ompletion Dispatcher the result of processor  completes potentially long-running opera-
the Asynchronous Operation and theCompletion tions on behalf oProactive Initiators , applications
Handler to call back. For instance, if a file was trans-are not forced to spawn threads to increase concurrency.
mitted asynchronously, th@synchronous Operation This allows an application to vary its concurrency policy

Processor may report the completion status (such as suGndependently of its threading policy. For instance, a Web
cess or failure), as well as the number of bytes written to thgsrver may only want to have one thread per CPU, but may
network connection. want to service a higher number of clients simultaneously.

4. Completion Dispatcher notifies the application: The |, aased performance: Multi-threaded operating systems

Completion Dispatcher calls the completion hook on o torm context switches to cycle through multiple threads of
theCompletion Handler ~, passing it any completion data o401 while the time to perform a context switch remains
specified by the application. For instance, if an asynchronoygy, constant, the total time to cycle through a large number
read completes, theompletion Handler  will typically ¢ ipreads can degrade application performance significantly
be passed a pointer to the newly arrived data. if the OS context switches to an idle thread. For instance,
threads may poll the OS for completion status, which is in-
4.5 CONSEQUENCES efficient. The Proactor pattern can avoid the cost of context
This section details the consequences of using the Proac?lcqwitcmng by activating only those_ logical threads of control
Pattern. that have events to process. For instance, a Web server does
not need to activate an HTTP Handler if there is no pending

4.5.1 BENEFITS GETrequest.

Simplification of application synchronization: Aslong as
Completion Handlers do not spawn additional threads
Increased separation of concerns: The Proactor pattern of control, application logic can be written with little or no re-
decouples application-independent asynchrony mechanisgerd to synchronization issue€ompletion Handlers

from application-specific functionality. The application-can be written as if they existed in a conventional single-
independent mechanisms become reusable components tha¢aded environment. For instance, a Web server's HTTP
know how to demultiplex the completion events associateBETHandler can access the disk throughfAsync Read

with Asynchronous Operations and dispatch the ap- operation (such as the Windows NIfansmitFile func-
propriate callback methods defined by t@empletion tion [15]).

Handlers . Likewise, the application-specific functionality

knows how to perform a particular type of service (such ag 5 » prAWBACKS

HTTP processing).

The Proactor pattern offers the following benefits:

. . I . . The Proactor pattern has the following drawbacks:
Improved application logic portability: It improves appli-

cation portability by allowing its interface to be reused indeHard to debug: Applications written with the Proactor pat-

pendently of the underlying OS calls that perform event deern can be hard to debug since the inverted flow of control os-
multiplexing. These system calls detect and report the everditlates between the framework infrastructure and the method
that may occur simultaneously on multiple event sourcesallbacks on application-specific handlers. This increases the



difficulty of “single-stepping” through the run-time behaviorD CONCLUDING REMARKS
of a framework within a debugger since application devel-
opers may not understand or have access to the framewéder the past several years, computer and network perfor-
code. This is similar to the problems encountered trying to dénance has improved substantially. However, the development
bug a compiler lexical analyzer and parser written X ~ Of high-performance Web servers has remained expensive and
andYACC In these applications, debugging is straightforwar@rror-prone. The JAWS framework described in this paper
when the thread of control is within the user-defined actiogims to support Web server developers by simplifying the ap-
routines. Once the thread of control returns to the generatgtication of various server designs and optimization strategies.
Deterministic Finite Automata (DFA) skeleton, however, it is This paper illustrates that a Web server based on traditional
hard to follow the program logic. synchronous event dispatching performs adequately under
light server loads. However, when the Web server is subject to
heavy loads, a design based on a concurrent proactive archi-
tecture provides significantly better performance. However,
programming this model adds complexity to the software de-
sign and increases the effort of developing high-performance
Web servers.

Much of the development effort stems from the repeated
rediscovery and reinvention of fundamental design patterns.
4.6 KNOWN USES Design patterns describe recurring solutions found in exist-

The following are some well known uses of the Proctor paing software systems. Applying design patterns to concurrent
tern: software systems can reduce software development time, im-

IO Completion Ports in Windows NT:  The Windows NT prove code maintainability, and increase code reuse over tra-

. . ._ditional software engineering techniques.
operating system implements the Proactor pattern. Various g g q

Asynchronous Operations such as accepting new net-
work connections, reading and writing to files and sock

ets, and transmission of files across a network connectigﬁ/ent dispatching strategies for high-performance concurrent

are supported by Windows NT. The operating system is thaeppllcatlons. In general, applying this pattern enabl_es devel-
. opers to leverage the performance benefits of executing opera-
Asynchronous Operation Processor . Results of

. . . tjons concurrently, without constraining them to synchronous
the operations are queued up at the /O completion port (whlc\”n y 9 y

. : multi-threaded or reactive programming. In our experience,
plays the role of thé:ompletlo.n Dlspatche.r _ ): . applying the Proactor pattern to the JAWS Web server frame-
ACE Proactor: The Adaptive Communications Environ- work has made it considerably easier to design, develop, test,
ment (ACE) [5] implements a Proactor component that ersnd maintain.

capsulates 1/0 Completion Ports on Windows NT. The ACE

Proactor abstraction provides an OO interface to the sta

dard C APIs supported by Windows NT. The source code foli:{EFERE’\ICES

this implementation can be acquired from the ACE website af1] D. C. Schmidt and J. Hu, “Developing Flexible and High-

www.cs.wustl.edu/ ~schmidt/ACE.html . performance Web Servers with Frameworks and Patterns,”
The UNIX AIO Eamilv of A h /0 O . ] ACM Computing Surveysol. 30, 1998.
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Scheduling and controlling outstanding operations:
Proactive Initiators may have no control over
the order in whichAsynchronous Operations are
executed. Therefore, thAsynchronous Operation
Processor must be designed carefully to support prioriti-
zation and cancellation dfsynchronous Operations

The Proactor pattern described in this paper embodies a
powerful technique that supports both efficient and flexible
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